Software Development Standards Assessment Checklist

BETTER SOFTWARE UK

About This Checklist
This assessment tool helps you evaluate whether software development work met recognised industry standards across the Software Development Lifecycle (SDLC).

Use it to:
· Identify potential grounds for a claim or defence
· Prepare for pre-litigation correspondence
· Brief your solicitor about specific technical gaps and concerns
· Assess the strength of your technical position before incurring expert costs

How to Use This Checklist
Work through each section systematically, checking the box (☑) when evidence exists and the checkpoint is met. Use the columns to record where evidence is located and any relevant notes. Leave boxes unchecked where evidence is missing or standards were not met.
1. Requirements Engineering & Business Analysis
Relevant Standards: ISO/IEC/IEEE 29148, BABOK v3, Volere, IEEE 830
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Requirements documented in writing
	
	

	☐
	Requirements signed off by both parties
	
	

	☐
	Requirements baseline established
	
	

	☐
	Requirements uniquely identified (ID numbers)
	
	

	☐
	Requirements traceable to business needs
	
	

	☐
	Non-functional requirements defined (performance, security, usability)
	
	

	☐
	Acceptance criteria specified for each requirement
	
	

	☐
	Requirements prioritised (MoSCoW or similar)
	
	

	☐
	Assumptions and constraints documented
	
	

	☐
	Glossary of terms maintained
	
	

	☐
	Change control process defined
	
	

	☐
	Change requests formally logged and approved
	
	

	☐
	Requirements traceability matrix (RTM) maintained
	
	

	☐
	Impact analysis conducted for requirement changes
	
	

	☐
	Stakeholder analysis documented
	
	

	☐
	Business case or project justification created
	
	


2. Architecture & Design
Relevant Standards: ISO/IEC 42010, C4 Model, 12-Factor App, TOGAF
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Architecture documented
	
	

	☐
	Architecture diagrams created (Context, Container, Component)
	
	

	☐
	Technology stack decisions documented and justified
	
	

	☐
	Integration points identified and designed
	
	

	☐
	Data model/database schema documented
	
	

	☐
	Non-functional requirements addressed in design (scalability, security, performance)
	
	

	☐
	Design decisions and rationale recorded
	
	

	☐
	Design reviews conducted
	
	

	☐
	Design patterns used appropriately
	
	

	☐
	API contracts defined
	
	

	☐
	Error handling and logging strategy defined
	
	

	☐
	Security architecture documented
	
	

	☐
	Deployment architecture documented
	
	

	☐
	Architecture aligned with requirements
	
	

	☐
	Architecture risk assessment conducted
	
	

	☐
	Architecture signed off before development
	
	


3. Software Construction & Code Quality
Relevant Standards: Code Complete, Clean Code, ISO/IEC 25010, OWASP Top 10
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Coding standards defined and documented
	
	

	☐
	Code reviews conducted
	
	

	☐
	Code review records/comments available
	
	

	☐
	Version control system used (Git, SVN, etc.)
	
	

	☐
	Branching strategy defined and followed
	
	

	☐
	Commit messages meaningful and traceable
	
	

	☐
	Code coverage measured
	
	

	☐
	Unit tests written
	
	

	☐
	Code complexity measured and controlled
	
	

	☐
	Code duplication minimised
	
	

	☐
	Automated code quality checks (linting, SonarQube)
	
	

	☐
	Security best practices followed (OWASP Top 10)
	
	

	☐
	Error handling implemented consistently
	
	

	☐
	Logging implemented for debugging and audit
	
	

	☐
	Code comments where appropriate
	
	

	☐
	Refactoring conducted to address technical debt
	
	

	☐
	Code quality gates defined and enforced
	
	


4. Testing & Quality Assurance
Relevant Standards: ISO/IEC/IEEE 29119, ISTQB, Test Pyramid, BDD/TDD
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Test strategy documented
	
	

	☐
	Test plan created
	
	

	☐
	Test cases written and reviewed
	
	

	☐
	Unit tests created by developers
	
	

	☐
	Integration tests created
	
	

	☐
	System tests conducted
	
	

	☐
	User acceptance testing (UAT) conducted
	
	

	☐
	UAT sign-off obtained
	
	

	☐
	Regression testing conducted
	
	

	☐
	Performance testing conducted
	
	

	☐
	Security testing conducted
	
	

	☐
	Penetration testing performed (if appropriate)
	
	

	☐
	Test environments separate from production
	
	

	☐
	Test data managed appropriately
	
	

	☐
	Defects tracked in defect tracking system
	
	

	☐
	Defect severity/priority classification used
	
	

	☐
	Defect metrics tracked (open, closed, age)
	
	

	☐
	Root cause analysis for critical defects
	
	

	☐
	Test coverage measured and reported
	
	

	☐
	Automated testing implemented
	
	


5. Deployment, DevOps & Operations
Relevant Standards: DORA Metrics, Accelerate, ITIL 4, ISO/IEC 20000, SRE Book
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Deployment process documented
	
	

	☐
	Deployments tested in non-production environment first
	
	

	☐
	Deployment automation used
	
	

	☐
	Rollback procedures defined and tested
	
	

	☐
	Deployment frequency tracked (DORA metric)
	
	

	☐
	Lead time for changes tracked (DORA metric)
	
	

	☐
	Change failure rate tracked (DORA metric)
	
	

	☐
	Mean time to restore tracked (DORA metric)
	
	

	☐
	Production monitoring implemented
	
	

	☐
	Alerting configured for critical issues
	
	

	☐
	Incident management process defined
	
	

	☐
	Incident records maintained
	
	

	☐
	Post-incident reviews/post-mortems conducted
	
	

	☐
	Service Level Agreements (SLAs) defined
	
	

	☐
	SLA performance tracked and reported
	
	

	☐
	Backup and recovery procedures in place
	
	

	☐
	Backup testing conducted
	
	

	☐
	Capacity planning conducted
	
	

	☐
	Performance baselines established
	
	

	☐
	Change management process followed (ITIL)
	
	


6. Project Management & Governance
Relevant Standards: PRINCE2, PMBOK, ISO 21500, Scrum Guide, SAFe
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Project charter or initiation document created
	
	

	☐
	Project plan created and maintained
	
	

	☐
	Work breakdown structure (WBS) defined
	
	

	☐
	Estimates documented with basis of estimate
	
	

	☐
	Project schedule maintained
	
	

	☐
	Resource plan created
	
	

	☐
	Budget defined and tracked
	
	

	☐
	Project status reports produced regularly
	
	

	☐
	Steering committee or project board established
	
	

	☐
	Governance meetings held and minuted
	
	

	☐
	Risk register maintained
	
	

	☐
	Risks assessed (probability/impact)
	
	

	☐
	Risk mitigation plans created
	
	

	☐
	Risk reviews conducted regularly
	
	

	☐
	Issue log maintained
	
	

	☐
	Issues escalated and resolved
	
	

	☐
	Change control board or change authority defined
	
	

	☐
	Changes formally approved before implementation
	
	

	☐
	Dependencies identified and managed
	
	

	☐
	Stakeholder register maintained
	
	

	☐
	Communications plan defined
	
	

	☐
	Quality management plan created
	
	

	☐
	Lessons learned captured
	
	





For Agile/Scrum Projects
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Product backlog maintained
	
	

	☐
	Sprint planning conducted
	
	

	☐
	Sprint backlogs created
	
	

	☐
	Daily stand-ups held
	
	

	☐
	Sprint reviews conducted
	
	

	☐
	Sprint retrospectives conducted
	
	

	☐
	Product Owner role assigned and fulfilled
	
	

	☐
	Scrum Master role assigned and fulfilled
	
	

	☐
	Definition of Done defined and applied
	
	

	☐
	Velocity tracked over sprints
	
	


7. Security & Compliance
Relevant Standards: ISO/IEC 27001/27002, NIST CSF, OWASP ASVS, CIS Controls, GDPR
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	Security requirements defined
	
	

	☐
	Security risk assessment conducted
	
	

	☐
	Security controls implemented
	
	

	☐
	Security testing conducted (SAST, DAST, penetration testing)
	
	

	☐
	Security vulnerabilities remediated
	
	

	☐
	Vulnerability scanning performed
	
	

	☐
	Authentication implemented appropriately
	
	

	☐
	Authorisation/access control implemented
	
	

	☐
	Data encryption in transit (TLS/SSL)
	
	

	☐
	Data encryption at rest
	
	

	☐
	Secure coding practices followed (OWASP Top 10)
	
	

	☐
	Security logging and monitoring implemented
	
	

	☐
	Incident response plan created
	
	

	☐
	GDPR/Data Protection Act compliance assessed
	
	

	☐
	Data Protection Impact Assessment (DPIA) conducted (if required)
	
	

	☐
	Personal data processing documented
	
	

	☐
	Data subject rights processes defined
	
	

	☐
	Third-party security assessed (if using third-party services)
	
	

	☐
	Security awareness training provided to team
	
	


8. Documentation & Knowledge Transfer
Relevant Standards: Industry best practices
	✓
	Checkpoint
	Evidence Location
	Notes

	☐
	System documentation created
	
	

	☐
	User documentation/manuals created
	
	

	☐
	Administrator documentation created
	
	

	☐
	API documentation created
	
	

	☐
	Installation/deployment guides created
	
	

	☐
	Architecture documentation maintained
	
	

	☐
	Code comments adequate
	
	

	☐
	README files in code repositories
	
	

	☐
	Knowledge transfer sessions conducted
	
	

	☐
	Training provided to users
	
	

	☐
	Training materials created
	
	

	☐
	Handover documentation provided
	
	

	☐
	Support procedures documented
	
	


Assessment Summary
Overall Compliance Score
Count your checked boxes in each section and calculate compliance percentage:
	SDLC Phase
	Total Checkpoints
	✓ Count
	Compliance %

	1. Requirements Engineering
	16
	
	

	2. Architecture & Design
	16
	
	

	3. Code Quality
	17
	
	

	4. Testing & QA
	20
	
	

	5. Deployment & Operations
	20
	
	

	6. Project Management
	23
	
	

	6a. Agile/Scrum (if applicable)
	10
	
	

	7. Security & Compliance
	19
	
	

	8. Documentation
	13
	
	

	TOTAL
	144
	
	



Interpretation:
90-100%: Strong compliance with industry standards
70-89%: Moderate compliance, some gaps
50-69%: Significant gaps, potential grounds for claim
<50%: Serious non-compliance, strong grounds for claim

Interpreting Your Assessment
This checklist helps you identify what evidence exists and what's missing. The significance of any gaps depends on your project's specific context, contractual obligations, and the nature of the system involved.
Next Steps
If You're a Business with Concerns
1. Gather your evidence - Collect contracts, emails, project documents, code repositories, and any records of what was delivered
2. Document the timeline - Note key dates, failures, and when issues were raised
3. Quantify your losses - Calculate costs incurred, delays, and business impact
4. Seek legal advice - Consult a solicitor specialising in IT disputes to understand your position
If You're a Solicitor Preparing a Case
1. Identify technical weaknesses - Use the checklist to inform case strategy
2. Request missing evidence - Target information requests based on unchecked items
3. Consider expert instruction - For technical discovery, breach of standards assessment, or formal expert witness evidence


Contact Better Software UK
For independent technical assessment or expert witness services:
📧 Email: info@bettersoftware.uk 
📞 Phone: 0786 8349 426 (UK)
We provide technical discovery and expert witness services for IT disputes, from initial assessment through to trial. First discussion is confidential and without obligation.




Disclaimer: This checklist is for informational purposes only and does not constitute legal or technical advice. Standards compliance should be assessed by qualified experts in the context of specific contractual obligations and project circumstances.
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